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ABSTRACT

This reportdescribs progressandfindingsfor a programof research
supporing the designandoptimizationof informationautomatiorsystemgor
nuclearpowerplants(NPPs) Informationautomations the customizatiorand
delivery of informationfor awork processtherebyprovidinguserswith
intuitive, actionablanformationbasedon continuousmeasurementsf plant
performanceA prior report,Joeetal. (2023a) describesheinitial effortsto
developtoolsandtechniguedasedn a) systemsheoreticconstructainderlying
sociotechnicasystemgheoryin generalandthe SystemsTheoreticAccident
ModelingandProessegSTAMP) approachLeveson2011)in particular,b)
humansystemsntegrationprinciples,andc) artificial intelligence/machine
learning/naturalanguageprocessingbasedechnologiesThis reportis a
continuationof thatwork anddescribe®ur efforts to evaluatethe effectiveness
of usingSTAMP to optimizeinformationautomationThis reportalsodescribes
the developmenbf anevaluationplan, our effortsto collaboratewith industry
partnersandpresentshe resultsobtainedthusfar from the evaluation.

Much of thedomesticnuclearfleetis currentlyfocusedon moderniang
technologiegandprocessesncludingtransitioning towarddigitalizationin the
controlroomandthroughouthe plant alongwith a greaterinterestin the useof
automationatrtificial intelligence robotics,andotheremergingtechnologis.
While therearesignificantopportunitesto applythesetechnologiesoward
greatemlantsafety efficiency,andoverall costeffectivenessoptimizing their
designandavoiding potentialsafetyandperformanceisksdepend®n ensuring
thathumanperformanceelatedorganizationahndtechnicaldesignissuesare
identifiedandaddressedarlyin the designprocessThisreportdescribes
modelingtoolsandtechniquesbasedn sociotechnicasystens theory, to
supportthesedesigngoalsandtheir applicationin the currentresearcteffort. The
reportis primarily intendedor seniornuclearenergystakeholdersncluding
regulatorscorporatemanagemengndseniorplantmanagement.

Light Water Reactor SustainabiliBrogranresearcherbavedevelopednd
employeda methodto designanoptimizedinformationautomatiorecosystem
(IAE) basedn systemgheoreticconstructssociotechnicasystemsheory, and
STAMP. We arguethatanlAE canbe modeledasaninteractiveinformation
control systemwhosebehaviorcanbe understoodn termsof dynamiccontrol
feedbackandcommunicatiorrelationshipamongthes y s t tectmicaland
organizationatomponentsWe haveemployedwo STAMP-basedoolsin this
effort. Thefirst is Cawsal Analysisbasedon STAMP (CAST), anaccidentand
incidentanalysistechniqueusedto examinea performanceandsafetyrelated
incidentatanindustryp a r t plamtinblying the unintertional activationof an
emergencyieselgeneratorThis analysigorovided insightinto the behaviorof
thep | a autrent;nformationcontrolstructurewithin the contextof a specific,
significantevent.The secondool is SystemsTheoreticProcesnalysis
(STPA), whichis a proactiverisk analysigool usedto examineexistingand
potential,plannedsociotechnicatystemsSTPAwasusedto identify risk factors
in the currentdesignof a genericNPP preventivemaintenancaystemOur
analygs focusedn identifying neartermsystemmprovement@andlongerterm
designrequirementgor anoptimizedlAE system

CAST analysidiindingsindicateanimportantunderlyingcontributorto the
incidentunderinvestigationanda significantrisk to informationautomation



systemperformancewasperceivedime andschedulgressurs, which exposed
weaknessem interdepartmentatoordinationbetweerandwithin responsible
plantorganization@ndchallengedheresilienceof establisheghlantprocesses

until a humancausedhe event Thesefindingsarediscussedn termsof their

risk to overallsystemperformancendtheirimplicationsfor information
automatiorsystenresilienceandbrittlenessThe STPA analysis produced a set

of six systemlevel constraintand27 system design requirements. These were
identified through an analysis in which the control, feedback, and communication
linkages between organizational components of a generic NPenpirey
maintenance system were first identified and then analyzed for purposes of
identifying ineffective control actions. These then served as the basis for an
initial set of design requirements, a set that we expect to be modified as we refine
and expandhe STPA analysis in the next phases of the research effort. Fanally,
simple inspection of the information control structure produced as part of the
STPA revead missing communication linkages between key system
components that exist at the same lewékhe preventive maintenance
organizational hierarchy.

We alsopresentwo preliminaryinformationautomatiormodels.The
proactiveissueresolution modelis a testcaseof aninformationautomation
concepwith significantneartermpotentialfor applicationandsubsequent
reductionin significantplantevents The lAE modelis amoregeneral
representationf a broader plantwideinformationautomatiorsystemand
representsn endstatevision for ourwork. Fromourresults we havegenerated
an initial setof preliminarysystemlevel requirementaindsafetyconstraintgor
thesemodels

We havealsofocusedon the earlydevelopmenbf easyto-learn,easyto-use
it r an sgqtoolsfor aobidteehnicatystemsanalyss. We intendtheseto be
usedby NPPpersonnesa meansf gainingreliableandrelatively quickinsight
into (1) sociotechnicasystemdactorsimpactingincidentsandaccidents(2)
potentialsociotechnicatisk factorsin existingor plannedsystemdesignsand
(3) potentialweaknesseim as y s t safetgasd/orinformationcontrol
structure.

We concludethereportwith a setof summaryecommendations
discussiorof plannedandpotentialfollow-on researctanddevelopmentanda
draftlist of systemlevel requirementsindsafetyconstraintdor optimized
informationautomatiorsystems
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Optimizing I nformation Aut oma
Met hod BaSysdt-tomeorkRnocess Analy
Tool Devel opment and Method

DisclaimerThis August 2023 report is an update of Joe et al. (2023a), which was published
in June 2023. The material retained from the prior rdpawas deemed essential tp
understanding the approximately 45 pages of new content in this reportbabkground
materialprovides important contextal informationfor the new content of this report.

1. INTRODUCTION

This report describes a program of research supporting the design and optinizetiormation
automatiorsystemsn nuclearpowerplants(NPPs) Much of thedomestidleetis currentlyfocusedon
moderniing technologiesndprocessesncludingdigitalizationin the controlroomandelsewhereas
well asa greateruseof automationatrtificial intelligence(Al), robotics,andotheremergingechnologies.
Therearesignificantopportunitiedo leveragehesetechnologiedor greatemplantsafety efficiency,and
overallperformanceOptimizingtheir design(andavoidingpotentialrisks) dependsin largepart,on
ensuringthatpotentialsociotechnicasystemdesignweaknesseareidentifiedandaddressedsearlyas
possible Thisreportdescribesnodelng toolsandtechnigueshatsupportthesedesigngoalsandtheir
applicationin the currentresearch.

We havedevelopedindemployeda methodto supportdesigring anoptimizedinformation
automatiorecosystenglAE) basedon the systemstheoreticconstructainderlyingsociotechnicasystems
theoryin generalindthe SystemsTheoreticAccidentModelingandProcesse6STAMP) approachin
particular(Leveson2011) We suggesthatanIAE canbe modeledasaninteractiveinformationcontrol
systemwhosebehaviorcanbe understoodn termsof dynamiccontrolandfeedbackelationships
betweerthes y s t techmicalandorganizationatomponentsWe haveemployedhe CausalAnalysis
basedon STAMP (CAST) techniqueto examineanincidentatanindustryp a r t plamtthétresultedn
the unintendedactivationof anemergencylieselgenerato(EDG). This analysisprovidedinsightinto the
behaviorof thep | a autreéntsrformationcontrolstructure(ICS) within the contextof a significant
event.We havealsoemployedthe SystemsTheoreticProces@nalysis(STPA) methodto modelthe
currentlCS underlyingpreventivemaintenanc@erformanceThis analysisvasfocusedon identifying
neartermprocessmprovementsandlong-termdesignrequirementgor optimizedICSs STPAIs a useful
modelingtool for analyzingactualor potentiallCSs to proactivelyidentify potentialsystemweaknesses
andtherebyavoidunsafeevents.

As statedpreviouslyin Joeetal. (20233, the goalsof thisresearclprojectare:

1 Develop & accurateosteffective issue resolution process that utilizéermationautomation and
Al to evaluate numerous sources of relevant internal and external plant iksatify adverse
performancdrendsand weak signals that expose weakening or nonexistent control structures

1 Employa proactive analysis method such as STPA to anéhgzperformace dateor precursors to
significant events

1 Develop a sociotechnical system model of an optimiZ&blased on systemand controitheoretic
principles of feedback and control

1 Apply sociotechnical systems analysis methods to identify the inadequatel&iructures that
contribute to the weak organizational and programmatic causes responsible for adverseaténds
uncorrectedlead tomore significant events
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Develop means ttecommendorrective actions tetrengthercontrol structures befor@ey can
cause a significant event

Evaluatethe effectiveness alctions takems a result of the system analysysassessing its impact
on the resultant control structure

Ensure only accuraend validatednformation is disseminated to the rest of tluelear industry
Themajorprinciples and assumptions underlying the reseprojectare:

A well-executed continuous improvement process drives nuclear plants to pegfogmancdevels
The detection angrevention of events and issues is significantly less costlyth®&ncorrection

A risk-informedfocus on plant safety and reliability is the most effective way to drive improvements
in plant safety and performance

Weak or nonexistergafety control stictures (SCSsgregenerallycaused by organizational and
programmatic weaknessaghich manifest themselves through events and issues at all levels within a
nuclearutility .

Significantevents are caused by weakeakeningpr nonexistenSCSsembedded wihin anuclear
plant orutility .

Low-level andnearmissevents are caused by the saweak weakeningor nonexistentSCSsas
significant eventsbut remain relativelyinconsequential due tmonstrairs or barries that mitigate a
more significant event

Most significantevents could have been prevented or mitigated if weak (or obvious) signals or
adverse trends within relevant internal and external plant information (inclogergtional
experiencehad been declipered evaluatedand corrected in a timely manner

There are many databasesmaidPPfor reporting issues that can be evaluated and tretodddntify
weak weakeningpr nonexistenSECSs

Information automation using Al (i.eMachine Intelligence foReview and Analysis of Condition
Logs and Entries [MIRACLB]can accuratelgnd simultaneouslgnine numerous sources of internal
and external information looking for weak signalsadwersdrends which are predictive of potential
incidentscaused byndicative weakweakeningpr nonexistentontrol structures

Effectively mining all available data sources improthesstatistical accuracy of problem
identification and resolution

Sharingaccuratdnformation among utilities and plants is one of the nropbrtant elements in
preventngissues

Our previous research provided the industry with tools and techniques to support effective

modernization from a human systems integration (HSI) point of view, specifically with regard to
information automation. Information automation is the customizatoindalivery of information for a

work process, thereby providing users with intuitive, actionable information based on continuous
measurements of plant performance. This report is a continuation of that work and describes our efforts to
evaluate the effeisteness of using STAMP to optimize information automation. This report also

describes the development of an evaluation plan, our efforts to collaborate with industry partners, and
presents the results obtained thus far from the evaluation (see Se6fion

The successful execution of thigsearctwill result in an overall reduction in unplanned significant

events angthereforewill have a profoundmpact on plant safety and theductionof operating and
maintenanc€O&M) costsfrom those events.



This researchs beingconductedaspartof the Departmendbf E n e r lgghtd\aterReactor
Sustainability LWRS) Programandits efforts,in partnershipwvith industry,to supportNPP
modernizatiorthrougheffective HSI. It builds on prior work focusedon the designandintegrationof new
technologiesnto existingNPPprocessegKovesdietal.,2021)aswell asa prior STAMP-basedanalysis
of ascramincident related to a new digitastrumentation and contreystem (Dainoff et a12022).

1.1 Socioeconomic Challenges Facing the Nuclear Industry

Much of theU.S. nuclear power industry sitherconsidering ofs activelyengaged in &undamental
shift towardmoderniing technologies and procedurd@$etransitionfrom analog to digital technology,
or digitalization (e.g., Hunton et gl2020)and from othemcreasinglyobsolete to emerging technologies
(e.g.,Kovesdi et al 202]) is at the center of many of these effoifechnologiesuch aautomation, Al
machine learning (ML), robotigeand virtual systemareall under consideratioto increaseNPP safety,
efficiency,and operational cosiffectiveness.

There aremumeroudactorsimpacting the n d u diive tgpw@arsimodernizationSome are
socioeconomic wite othersrepresena response to the possibilities afforded by emerging technaologies
In many cases, modernization is being driven by a desire to extend the operational lifespan of the existing
NPP fleet{Thomas and Hunton, 2019 his lifesparextensiorrequiresaneffective integration of
technologis, personnelyork proceduresand corresponding governartoeachievea fully modernized
and effectivesystemAchieving the bng-term modernization aneconomicviability of the industryalso
requres achieing greater coseffectivenessn overall operationto effectively competewith other forms
of energy generation.

Nuclear energy, like much dfeindustry in general, is also coping wigimergingdemographic
issues thata@uld impactfuture opeations, particularly with regard to staffiag there isinaging
workforce duein part to a shrinking labor podfiven by retirement (and associated loss of expertise) and
fewer qualified individualén the replacement pboThis issuéhas beemecognzed as a potential problem
for the industryfor quite some timée.g.,Wahlstrom 2004) and remains an area of concé&ime
relevance of this issue for the design and implementation of NRRsystemdies inthe possibility that
these systemsill likely need to be operated by fewer workeaied upon to accomplighore(e.qg.,
Alcover et al, 2021)

There are several constraints operatmtie industry that complicate addressing the issues described
above. For instance, for muof the industrytherewill be a need to modernize technologies and
associateghrocessesstaffing and governancen the fly. That is, modifications may need to be
implemented while the plaeycles through normalperationsandrefueling outagesThisis a logistical
challenge as well as a sociotechnical.one

Additionally, significantchange of the sort under consideration within the industay only be
pursuedwithin the context of a heavily regulated environmdime U.S.Nuclear Regulatory Commission
(NRC) closely monitorsN\PPmodernization plans and processes, working thithnucleaindustry to
ensure the safety sfgnificantmodifications.For exampleNUREG-0711providesthe NRC with the
means to monitoandfireviewthe human factors engineering (HFE) programs of applicants for
construction permits, operating licenses, standard design certifications, combined operating licenses, and
l'icense amMNRGOZ2HMEE Nt sO (

The LWRS Program has been performiagearch and developmd&R&D) within the economic and
regulatory constraints described abtwenodernie the existing fleet of commercial lightater reactors
(LWRs) because these NPPs play a foundatiaralfor theUnited Statein terms of both energy
security and economic prosperifyo successfully modernize existing NPPs, the LWRS Plant
Modernization Pathway has conducted R&D, used that R&D to provide guidance on-sSealell
implementation of digal modernization, and communicated the results to other nuclear power
stakeholders to significantly reduce the technical and financial risks of digitalization. The LWRS Plant



Modernization Pathway follows this process of researching, developing, dertingstad deploying

R&D solutions in order to achieve its R&D objectives of developing modernization solutions that

i mprove reliability and economic performance, whi
obsolescence challenges, and its goaksxtendinghhe life and improving the performance of the existing

fleet of NPPs through modernized technologies and improved processes for plant operation and power
generation.

Additionally, the Department of Energgietermined that the LWRS Program needed to provide a
vision and strategio fundamentdy transformation NPPs. Developing a transformation strategy that
revolutionizes the operating paradigm of NPPs, as opposedréanentalipgradesis vitally importar
because this is the approach needed to make commercial NPPs competitive with other electrical
generating sourcefs such, the LWRS Plant Modernization Pathwiagdeveloped a&trategyto achieve
the safe and economical lotgym operation of the natiGhcommercial NPPhat entailsa fundamental
transformation of the concepts of operation, maintenance, support, and govéonaooemercial NPPs
Ourresearch summarized in this report suppibitsLWRS Programgoalby addressing the
sociotechnical gapsften overlooked when highly complex engineered systerdergasignificant
upgradesilt is often the case thtiie unintended consequencesanfie scaletransformations on people,
work processes, and the organization are minimized or not even considered

Effectively integratng humans with the technical and organizational systems that define the
workplaceis essentiato fully leverage the capabilities of any new technologprocessntroduced into
a new or existingociotechnicalystem.The technologswe mentioned above havegmising
applicationdor NPPperformance and safety, but ithpotential can only be realizedtifeyalso
adequatehcomplemenhuman performance by, for instant®jeragng the advantages of s e r s 8
perceptualcognitive,and physical capabilities while compensating for corresponding limitations

The current research effort is focused onjtlir optimizationof NPPtechnical human and
organizational assets and proces$ée likelihood of anew or redesigned sociotechnical system
achieving is operational objectiveis greatly reduced insufficient attention is paid toumansystem
performance and sociahdorganizational issuest the expense of technical innovatidhe latter
conditionhas been referred to #eeasynchronous evolution of technical and personnel resources and can
result, for instance, in expensive technitfadeso that do not coordinate well with the skillsets and work
practices of the intended uséfNSI/HFES 400, 2@1).

Joint optimization also applies to designing overall systems and their subsystems such that the safety,
efficiency, and effectiveness of system operation are optimally counterbalancddgsesl). For
example, it is possible to design a system witlhasizedemphasion efficiency athe expensef
operational efctivenesandsafety by, for instang@mphasizing worker speed owaacuracy, corner
cutting to save time and resources, etc. Similarly, designs might significantly emphasize safety over
efficiency and effectiveness, perhaps resulting in operational procedures, work processes, etc. that are
slower and more costly than mssary, negatively impacting overall system performance.

We suggest thdhejoint optimization of these three key elements of successful system performance
can be achieved througtsimilar joint optimization of people, technology, related processes, and
governance. Sociotechnical systems theory and its associated methods are an effective means of
supporting the modeling, desigand implementation of such systems throkgbwledge representation
(i.e., the identification and representation of key inforomsupporting h e u s e knbwledge), st e m
knowledge elicitation (i.e., extracting system knowledge, expeatgkexperience from users and
stakeholders to ensure the design is relevant to their naeds;nost importantly, croganctional
integration. Crossfunctional integration refers to the processmiitidisciplinary design in which
stakeholdes participatein a system desigthat includeshardware software HFE, training and personnel
selectionandmanagement and others participate jointlgliraspects of the design process.



Figurel. Joint optimization of safetyefficiency,and effectiveness

Knowledge Representation,
Knowledge Elicitation, and
Cross-Functional Integration

Joint
Optimization of
Safety, Efficiency, &
Effectiveness Across
People, Technology,
Processes, and
Governance

It is important to note thawhile successfully addressing economic challenges to industry viability
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priority. Any long-term cost savings associated witrnsitioning thecurentsystem to one with greater
dependence oadvanced technologiesn only be accomplished if it can enesafdy. A key advantage
of the STAMP approach, describedSection3.2.], is that it provides a means of assessjperific
sociotechnical riskina design early enough the process to allow for correction to avaiay further
development of a faulty desigiRor this reason, we have chosen it as atydaapproach to support the
designof an optimized information automation system

1.2 Performance and Safety Challenges Associated with System

Monitoring

TheNPPscurrently in operation within thenited Statess well as most of the other nuclear plants in
the world operate undéigh-stakesconditions. The naive notion oficlearpo we r  lboe dheagto

meter o

S

ong

g o nNPPscavipraduce alqt ef posvér due tpitheEge-poler

output, ad a utility can profit greatly when a plant performs well. Howev&Pbare always one severe
event at any plant in the world away from either having to implement expensive compensatory actions to
prevent a similar event or ing shut downFor exampleas of April 2023, Germany permanently shut

down its nuclear plants, even though they were some d@fetsiperforming plants in the world. The

catalyst for this was a quicker transition to renewable energy than originally planned as @adult of

the catastrophatthe Japanese Fukushima Dainticlear plants, due the emergencgafety system

design and configuration nobnsideringhe loss of power scenarios initiated bysanami. The

catastrophe could have been prevented if the utiity beeraware of programmatic similarities between



the Japanese plants and the potential vulnerability their plants fladding and those of the Blayais
Frenchnuclearplant flooding eventwhich occurred in December 1999 when a storm surge at high tide
exceeded the desigrasis flood scenario causing a loss of power and jeopardizing reactor safety systems
from being able to perform their desipasis functions.

In order for @ NPPor nuclea utility to stay in operation, it must try to maintain the optimal balance
betweemuclearsafety andoroduction As seen irFigure2, the further a plant operatasi this optimal
line of performance, the more costly it isregurnthe plant to this optimal performance.

The larger the
delta from
optimal
performance,
the more
expensive it is
to operate

Safety

Production

Figure2. Optimalplantperformance

If a plant deviates too far from optimal performance, it is permanently shut down, and depending on
why it is shut down, other plants malgobe affected, further reducing the economic viability of other
NPPs The solution to achieve optimal performans¢oi develop a more effective proactive issue
resolution(PIR) process thais currentlyin use that capitalizes on recent developments in the use of
informationautomation and A

1.3 Information Automation to Support System Performance

U.S. nuclearregulations as well as those in mo#tercountries require the reporting and correction
of conditions adverse to quality. Regulators perform periodic audNsPoP @rablemidentification and
resolution programs to ensure compliangth regulations. Whe a pl ant 6s abil ity to |
its issues isecognizeddy the regulatoasinadequate, the regulator increases their presencat@ndity
of enforcement until the plant meets (or exceeds) the required level of perfordaftgure2 shows,
returningto a satisfactory level of performance is very costly to the plant and utility. Although regulatory
compliance is a minimum expected outcoma pérformanceimprovement program, achieving optimal
performance is driven by plant or utility profitability. As previously noted, when a plant deviates too far
from the optimal performance line in either direction, it becomes costétumn to it

NPPsutilize performancemprovement processto helpdrive continuous improvemerithese
processes are commontade up of several subprograms, each designed to collect and evaluate data from
different sources of informatiofigure 3 illustrates the characteristics atypicalperformance
improvement program and the different processestmprise it
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Figure3. Characteristicef a typicalperformance improvement program

By design, the curremerformancamprovement process in use at mgBPsattempts temploy
many leading and rediime performance evaluation processes to concentrassaeprevention and
detection. In most casdbe data from these programedistilled and eventually captured in the
corrective action prograffCAP). As the focus on most investigation methodstbeen on selfevealing
events, the tools for trending and evailugthe lowlevel trends are limited toommon cause analysis,
and this process is limited in @bility to identify and correcbrganizational and programmatic
weaknesses because it isdgid towards lagging sources of data. However, it is widely katiin the
industrythat the root causes of lelevel events and trends are the same as the root causes of significant
events, without a contributing cause to exacerbate the problem. Asuysiguwiotedapparentootcauses
of issues at all significance levels atdeast partially attributabke organizational and programmatic
weaknesses, and these weaknesses are due tpwesddeningor nonexistenSCSs The more proficient
an organizaon is at identifying these weak control structures, the moreegfesttive and higher
performing a plant is going to be.

Identifying weakSCSsafter a significant event is relatively easy, and most utilities have become
adept at investigating significaavents anddentifying the organizational and programmatic weaknesses
thatcontributed tahem However, being able to proactively prevent significant events is much more
difficult. Until recently, all plant issues and events were captured in the &RICAP data wretrended
and analyzed to detect and correigganizational and programmatic weakneskkavever, with CAP as
the only source of data, it takes more time for trends to develop, be debecadlyzedandhavethe
causes corrected. Statistily, with more data sources, adverse trewdsbecome apparentore quickly
and the time to correct the programmatic cawgide decreased

Evaluating all available plant data sources to detect wealkeakeningontrol structures and
subsequently prevent significant issues has pravée difficult, timeconsuming, and costly, with most
utilities having limited succesffectively performingthis evaluation We suggest thahé solution is to
develop a costffective issue resolution process that utilizéermationautomation andhl to identify
trendsin combination witha proactive analysis methaglich as STPAo continuallyanalyze thedatain
search otechnical, organizationghnd programmatiprecursors to significant events.

Figure4 illustrates an initiaPIR model and pocessstructured arouhinformationautomation Al,
and STR. In support of theurrentr e s ear ch pr ogr aredévelopioda PIRntotlel ve s, we
whoseeventual instantiation arapplicationis meant to addresssignificantnearterm need in the



nuclear industryi.e., developing the ability tproactively identify potential issues and signsvefik or
weakeningSCS$, while also serving as a prototype use case for deinglapmore general IAEodel,
instantiation, and applicatiodVe intendlAE to model a plard s  elAEt, withirewhich the PIR and

otheri ne st e dwil resided e | s

A majorreason information automation is a relatively raéavelopmentor industryin general,
including the nuclear energy industiy simply that previous technology did not atfadhe means for its
widespread, effectivadoption.In light of the significant increase in tievelopment andse of critical
IAE-enabling technologieparticularlyadvancedutomation, AIML, and large language modgetise
technical risks associatedth their application in the nuclear energy domaianot the barrierghey
once wereSignificant work remains to apply these tools to specific NPP use cases, but the system
performance risk associated with their use has been diminished along witk¢heical maturation.

A well-designedAE (i.e., the system comprising usdrdormation technologyand associated
processes and governaheell benefit plant performance in a number of waysr instanceAl can be
used to search for, deteahd process weak (or strong) signals indicating potential weaknesses in the
pl antds techni cantprecgssePigiling and gresénénd thdt iefermation in an
intuitive and actionable manner to individuals on a rieddchow basis will @able a more rapid and well
informed response to issues of concern than is possible with cimficemation systems arahalytic
techniques. Tracking actions associated with issues and assessing their effect\edsedssirableo
ensurehatan isse has been addressaudto promotdessons learned for4plant purposes and, ideally,
sharing with other nuclear utilities.

There are manR&D issues to address in developingaptimizedlAE, and many extend beyond the
realm ofsociotechnical systems algsis the focus of the current work. Our major reseanth design
concerns are to identify those parts of the systentitbath the humaiin some way, to identify current
and potential risks associated with those interactions, and to model a systeithithose interactions
are optimized. This necessarily involves questions of heaudomation interactioandhumanAl
interaction including issuesuchasusertrustin the systente.g., Hoff and Bashir, 20)5system
transparencye.g., Larsson andéintz, 2020, information presentatigmndinterface design. Simply put,
thefocusof the current research efforttis providethe right information to the right peoplat the right
time, andin the right way.

We propose that information automation can be modeled B3Sasimilar in many respects tma
SCS anICSis a model of the system based on conttaol systemsheoretic concepts of contrahd
feedback |1t includes al |l t h aents (peoplecantddeschnalogy) and mapsthen i ¢ a |
control and feedback relationships between them as they relafertoationtransmissiongeception,
and processing. The utility of such a model is that it provides a functional map of the system that can be
useal to assess and identify actual and potential weaknestessystem desigandopportunities for the
introduction of automation and Al/ML technologies.

Our approach to the current research is based on systems theory in general (Checkland, 1981; von
Bertalanfy, 1968) and sociotechnical system theory in particular (e.g., Whitworth, 2009; Wilson, 2014).
The many variations of systems theory currently in use in science, engineering, medicine, and other
domains, including sociotechnical system analysis anifjdeshare the following core concepts:

1 Systems are made up of components, typically arranigedrchicallyand characterized by
occasionallycomplex control and feedback relationshapsongthemselves

1 High-level gystembehavios (e.g., safety, efficiay, productivity) areeonsiderecemergent
properiesof the activity within that systepmowever, emergent properties are not simply a linear
function of the combined behavior of individual systesmponents budre also heavily influenced
by thecombinednonlinearinteractions between components.



Sociotechnical system theoshares all the above characteristics of gersystems theory bug
specialized for the analysis and design of complex humeachine systems, particularly those involving
multiple umans, technicalomponentsand associated processéle analysis and design of
sociotechnical systems, specifically from a systems perspective, is a relatively recent development in
engineering and the social sciences (e.g., Leveson, 2011; Noy28tlal), and its application in industry
and defense applications is becoming more widespread. The aeseatch applies two emerging
techniques based heavily on sociotechnical systems theory to issues involved in NPP maintenance.

1.4 A Preliminary Information Automation Model of Proactive Issue
Resolution

Figure4 illustrates a PIR process that useésformationautomation Al, and STPAto provide
information re@rding emerging, adverse trends within the plant

Proactive Issue Resolution Process Using Information Automation

All Information
Avallablef Object Causal
Sources.o Screening ™ Analysis of [~ L
Information and . Determination
and Trends Corrective ; inati
Internal Specific || Validation MIRACLE Actions of L, Dissemination
. ind. | Inforr_nation o Al fOf_[Tf‘Elﬂd Executed Effectl?feness IO]]‘cAccura.ate
xterna Objects Significance Identification) (Adequately) Using nformation
Factual? Analysis of MIRACLE
What, Why, -+ Missing
Who Information
‘ DWEP ‘ |
| :

Figure4. PIR process using information automation.

The RR processas shown abovaitilizes informatiorautomation andhl to gather, screemand
evaluatedatafor indications of weakweakeningpr nonexistenSCSs STPA isthen performed azn in
depth evaluation aklevantcontrol structures and supportrecommenddcorrective actions to
strengthen the control structures. Finally, Al is used to evaplatedata once again to determitie
effectiveness of actions taken.

A more detailed overview of the process includes:

1 All availabledata sourceare consideredrocessnputs includingall internal plant databases (human
and equipment related), inputs intoynamic work execution platforfDWEP, see Sectiod.4.2),
equipment and process sensors, and external sources.

1 Informationautomation is used to gather and contkese data sources into specific information
objects, which are distinct usable records once they are subsequently screened and validated.

1 Screening information objects includes determining the significahttee informatiorto the plant as
well as otheinformation that will facilitate theatatrend in many different dimensiorisote, if the
significance or other attributes of the information objects cannot be determined, they are fed back
through the DWEP for clarification and update



1 Once the informabn objects have been successfully screeard\l applicationsuch asdaho
Nati onal LI aNoDoBHEACLAE (sgedSectiofi.4.1), which was specifically designed to
evaluate NPP nformation, evaluates and places the information objects into logical grougiregs
as potential trends and event precursors.

1 STPA is therused to evaluate the groupings to identify waa#l weakeningontrol structures and to
recommend actions that can improve the organizational and programmatic weaknesses resulting from
these structures

1 Whenthere is inadequater limiteddata to evaluater improve the statistical accuracy of the trend,
the process cairectthe DWEP to acquire the data it needs.

1 The STPA recommends corrective actions to strengthetec¢haical organizatioal, or
programmatic weaknesses identified through the analysis.

1 Oncecorrectiveactions are complete, actions are evaluated for effectiveness by utilizing MIRACLE
to look for similar weaknesses in datiéer corrective actionbave beemaken.

1 If weaknesses still exist further STPA is performed to identify why thecommended actions were
ineffective, and further corrective actions are taken.

1 If effectiveness has been validated, information is disseminated to external stakebal®rs
benefit from this process, so that not only can the plant using this prgeraseomore safely and
efficiently butalsoall LWRs, as long as they utilize this information properly as an input to thieir PI
process.

1.4.1 Machine Intelligence for Condition Log Review and Analysis

Every day nuclear plants collect information from manyedéht sources and processes. Some of
these involve human interaction and others are automatically produced by process equipment. All of this
information helps drive the safe and reliable performance of the nuclear plant through immediate action
or analysiswhich is provided to senior leadership to support decisiaking. US. nuclear regulations
require that conditions adverse to quality are identified and resolved at the lowest level possible to prevent
more significant events.

CAP is theprocess at a nuclear plamhose purpose i® identify and correct conditions adverse to
quality. The current reactor oversight process requireshite&tRC perform a biannual inspection of all
U.S.nu c | e a ICAPpploeenseddodvever effectivelyevd uat i ng two yearsd worth
plantis a large task for the NRC. Therefore, the NRC reached out tddiNbssistance in making
problem identification and resolutiamspections more effective. As a result, INL created a-dat@n

informationautomation prograpMIRACLE.

MIRACLE maps data from variou$PPdata sources into intelligent groupings and attempts to
determine the impact of these groupings on the pld&.automated identification and screening of these
groupings allowsthe NRCtovea |l uat e t he plantdéds CAP program execu
groupings to determine if the issues have been effectively reported, screensmtyectéd Currently,
INL isdevelopingr ar i ous processes that util iapabiltddtoRALCL ES s i
drive plant performance to higher levels of safety and reliability while redtize overall cost dNPP
operation.

1.4.2 Dynamic Work Execution Platform

One of the integral parts of improving plant safety and performance while redys®rdgngcosts is
automating work previously performechanually angerforming that work in a more flexible and
intuitive digital environmenis a DWEP. NPPsgenerate a lot of data for several reasomduding
requirements to retain documentation from most processes affecting reactor safety as a condition of the
plant license. Another reason is to analyze the output of penformed within the plartb review it for

1C



errors or opportunities for improvement. feming work in a DWEPenvironmentanimprovework
performance becausleis platformcan not only emulate a manual processatadimprove it
incrementally while the actual work is being performed.

The DWEPimproves itself and the user experieibgeconinuoudy improving the data that feeid
and introduig an improvechumansysteminterfaceto reduce errorsvhile improvingwork efficiency.
This is accomplished through intuitivd that helps guide the end user through the work evolution while
improvingthe very work process that is in yugerealtime. One important element of tRéR modelwe
discussecbarlieris the locus othe intuitive insights that are fed into the DWEP proceséch enableit
to continuously improve thenodel This isaccomplshedthroughnear reatime STPAs andsubsequent
identification offactors impactingveak weakeningpr nonexistenSCSs These issuesan result in
inefficiencies or even error precursors that can affect the plant evolutions, which provide data for
analysis, and once identifiealfer theDWEP by adding additional specificformational and procedural
barriers to mitigate the effects thfose inadequate control structures. The DWIERItilized in this
process was designed and implemented by NextAxiom® and has been integrated into many programs
under development by INL.

1.5 The Information Automation Ecosystem

An IAE can be defined as a dynangiommunicatios, processand decisiorsupportsystem
comprising a complex network of technology, humans, and the interfaces betweelm ttiencurrent
work, wearemodding the IAE as a control structure similar tioose derived frol8TAMP or system
dynamics modelinge.g., MartinezMoyano and Richardson, 2013jowever, whereas STAMP deals
primarily with SCSs we suggest that an IAghould beconsidered aynamiclCS whose function is to
support the safetgnd performancef the plant.

With regard tgplant data acquisition and processititg IAE should besensitive to signals indicating
emerging performance and safety issaledadversdrendswithin the plant It should alsdfor system
resiliencepurposelbe sensitive to signals indicatipgtential stressors on its performaacel
reconfigueitself as needed he IAE system conveys information to appropriate, fteddhow personnel
in an intuitive and actionable fashithrough a process of ecological interface degifb; Bennett and
Flach, 2011 see Sectiob.5), providingalerts, trend informatigrand othesupport for decisiomaking.

It facilitates critical lines of communication duribgthnormal operations and system disturbances
supports thelecisionmaker in assigning actions stemming from the isand tracks their progress,
providing updates and reminders as necessary.

The information ecosystem concégelf is wellknown in informaibn scienceand is defined aall
structures, entitie@nd agents involved in trandinig information relevant to a particular domain,
including the information itself (Keuhn, 2023)his definition corresponds well with a sociotechnical
systems perspective, the latter emphasizing the importance of understanding the nature of the control and
feedback relationships betwethe structures, entitieandagentghat comprise any given stem.In
essence, this is why we believe there is potential analytic and design benefit in middediragICSs.

Figure5 provides a higHevel depiction of the IAE model as currently envisionkétiasmuch in
common with the PIR model illustratedfigure4 above, including an emphasis on near-teaé STPA
as a means of identifying safety d@b weaknessedt should be emphasized that the IAE model
represents an ergtate vision of what a functional IAE could look lik&hereas the PIR model has
significant potential for neaterm development and implementation, all of the initial requirements of the
IAE model (e.qg., near redime extraction and processing of plant performance data) are not yet
technically feasible.
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Figure5. Preliminary AE model.

Within the context of NPP operations, a plaidie IAE would:
Continuallyextractplantsystem and component performance data
Performdata reduction and processiagidentify potentially problematitrends
Analyzerelevantsafety andCS trendsto identify potential areas of concern

= =A =4 =

Assignand track corrective actions, determtheir effectivenessanddisseminat validatedfindings
to appropriate personnel

Assigring actions is an area whichautomation and Al may be of value in providingerswith
suggested actions and approaches to addgesparticular probleri Ex pert systemo appl i
sort have been studied for some tiragg( Waterman, 1985), bthe recent surge in interest in &hd
ML has rekindled interest in and the potential promise of the approactK(eag.et al, 2021; Zhao et
al., 2020.

1.5.1 Optimizing Information Automation

The principal goal of the current research effort is to suppertlevelopment of an optimizéaE .
Whenusingfioptimizedd we refer to the followinguggestedet of characteristics. These can be viewed
as preliminary criteria foanoptimized IAE, with particular attention twitical issues for effective
humansysem integration

1 Accurate reliable,and actionable informatianThe quality and reliability of information provided to
systemusers is foundational to any hurreomputermachine system. Information reliabiljty
transparencyand trustworthiness are partiatly relevant when advanced automation and Al are
introduced to a system. Finally, informationtputshould also providasers withclear neansfor
executing potential actions

f Timel informationdelivery. Timing in information delivery can bewery critical factor mpacting
the quality ofu s ededsidrnmaking and responses. Since delagedisionmakingandresponses
canextendsystem riskinformation need® be delivered in an appropriately timelyHas.

71 Continuous data extraction and processiAg.previously noted, there are multiple sources of
relevant information within an NPP that, if continuously sampled and appropriately processed, can
provide the basis for meaningful information about emergiends, weak or strong signals, &o.
optimized IAE should be continuously sampling and processing plant data in search of potential areas
of concernwhich will alsohelp determinghe effectiveness of previously performed actions.

1 Targetednformation delivery.The system should deliver information in a timely fashion to
individualswith a neeeto-know. Typically, this would include individuals whose decisions and
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actions are required in response to an emerging condition within the plant, as wiglvastr
programandproject managers and other requisiteedto-know authoritiesvithin management.

{1 Intuitive and easily usable humagstem interfacel’he quality and timeliness of decisiomaking
and acting in response to emerging conditionsdisect function of the quality of the user interface.
As has been shown repeatedly across multiple industries and applications, the interface must present
information in an intuitive and easily understandable fashion, while also providing clear affordances
for effective action.

T Action tracking and notificatiorilhe system maguggestecommended actions to the user who, in
turn, makes decisions regarding actions in response to an emerging condition. Once assigned, the
system tracks the status of individaations and provides regular progress updates tdetigion
maker.

1 Ability to adapt to changing and challenging conditions (i.e., system resiliéfitedystens
behavior idargely dependent on the situation and context within which it functions. éftuertional
or contextual conditions change (e.g., schedules change, processasatdltjpatedutages occuy)
the system should have the ability to detect such changes, identify potential stresses orbevant
as well as its information controjstem, and recommend potentationsto the appropriatdecision
makers.

1 Tailorable to individual plant requiremestAs different plantsnayhave different physical and
organizational infrastructures, a general IAE model should be modifiable to meegdrements of
individual utilities and plants.

Good

Actual Performance

Indicated Performance

\ T4T5 T6

™ T2 T3

Poor

Figure6. Time differences between indicataddactualplantperformance.

Figureé6 illustrates the potential consequenced@fyednformation delivey. Specifically, ifthe
information is delayed in reaching the approprageisionmakers, thelant(or subsystemgtatis has
likely already changedecisions and subsequent actions might be made in response to conditions that no
longerexist andcould even undo corrective actions that were beginning to make positive improvements
Eliminatingor reducinghis delay in information processing and transmission is an important aspect of an
optimized information automation system.
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1.6 The Role of Human-Systems Integration

The principalgoal of this research project is to support information automation design tithmugh
joint optimization of people, technology, processes, and governthatés to ensurethe effective
integrationof humanswith thetechnical and organizational systetnat constitute the sociotechnical
system within which they perform their wol¥ithin the context of the curreeffort, HSI has two
generaimeanings. The first refers to the systems engineering discipline of the same name Eififher,
in whichHSI coardinatesandconductghe activities of théhumanrelated disciplinesin system design
testng, and deployment. This includes discipliregh as human factors and ergonongogyitive
engineeringtraining, personnel selection, safety, organizatidesign,interfacedesign anduser
experienceHS|, at this level, describescrossfunctionaldisciplinewithin the systems engineering
structure, essentially advocating for the user across the full breadth of aefésigfrom a managerial
perspective tiis viewed as a key risknd costeduction approach during system design and development
(e.g., Rose, 2011)Thisisbasednparton t he mi |l it ary6s andtmeconsenng e wi t h
system retrofitshiecessitated bglack of attentionduring system design and iesgt to integratng the
systemwith the humason whom it relies for its opation HSI isjustas concerned with the design and
implementation of organizational systems as it is with technical systems, as these also directly impact
humansystem performancguality. As the currenieffort evolvesfrom the conceptual, researphaseo
the system development phattgs applicationof HS1 will become increasingly important.

HSI can also be thought of as a research and dapjgiwach odiscipline focused on optimizing the
specifics of therelationship between humans and the socibiteical systemsvithin which they function.
The work reported herein is an example of this sense of the term. Specifically, our goal is to understand
the possibilities andimitations of current technologies and processes as they iplaatactivities
related to information transmissiomodel tlesesociotechnicasystems and activitieand use that
knowledge to impadbothnear andlong-termsystemimprovements centered around optiimig
information automation.

Both HSI domains wersuccessfullyapgdied in the design of the 8.N a v Zuimsvaltclass of
destroyers, the first major Department of Defense procurement to require HSI as a part of the design and
testng process (Quintana, HowellandHettinger, 2007; Tate, EsteandHettinger, 2005)Zumva | t 6 s
design included a substantial amount of automationveas intended to operate with approximately-one
third the crew size of legacy destroyers while achieving higher levels of tactical performance. In these
respects, the constraints thre Zumwaltdesign and incorporation of advanced technologieguite
similar to those confronting the nuclear energy industry today.

16.1 Sociotechnical Issues in Information Automation

With respect to the design and implementation of complex syssgiets as informatio automation,
t h e sboeistarhnidal refers to thoséechnical and organizationaspects of givensystenthat
impact human performance and, by extension, broader system performance. While this encompasses
traditional human factors and ergonomic consesuch as interface design, it also extends into areas such
as organizational design, job designd managerial governance. In other words,aapect of the
system defined as an interactive set of human and technical compotiatitegs the potential to impact
humansystemperformance is a possible area of concern and analysis.

Information automation systems present a number of potential sociotechnical system issues, many of
which relate to the use of automation andlAladdition toissues involving incorporatg fiexpert
systems of this type into interface design, there are broader issues related to $actums the number
and type of people involved in operddithe system, the manner in which their work is to be managed,
and tte nature of use@@énformation and control requirements. Automation and Al introduce user trust and
transparenciyssues t he | atter referring to the userds abili
for its actionsandrecommendations.
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The saiotechnical methods applied in the current work support the design of optimized information
automation systems by addressing potential issues such as those described above. Using a combination of
analysis and modeling based on sociotechnical systemy thegeneral, and STAMP in particular, our
goal is to identify humaiperformanceelated shortcomings in current designs (the purpose of the CAST
analysis) and in proposed future designs (the purpose of the STRAgamizational systems modeling
[OSM] aralyses)

1.6.2 Modeling the Information Automation Ecosystem

In Sectionl.5, we defineanAlAEO asa dynamic information and decision support sysieome that
can be moded as aomplexcontrol system operating under the general principles of systems.theory
One of the principal goals of the current effort is to analyze and, especially, model existing and potential
ICSs for supporting information automation design

There aréawo majorfunctions served by modeling a complex sociotechnical system such,as this
including

1 Achievinga consistent mental model of the syst®@ople working within the same operational
environment, such an&PP, can often have very diffetemental models of th&tatus okystems
they are required to operate, maintain,,gtarticularly under unusual conditiarso, individuals
involved in develomg or deployng new systems may have differing mental modelgheir desigrs,
functions, ¢c. These differences often manifest in organizational confusion or loss of coordination in
conducting activitieswhen analyzing and designing a complex sociotechnical system, developing a
consensus model helps ensure stakeholigdiserdiave a commonnderstanding of the system
under consideration.

1 Identifying system weakness&dodeling is an efficient and effective way to identify potential
weaknesses in an existing or proposed design. Static models, such as STAB4BtandDynamics
Modelingare uséul, relatively easyto-usescreening tools early in a design process, for instance.
More dynami¢ computetbasednodelingmethods such agvent andagentbasedmodeling,are
moretime- andresourceintensive andre ypically usedlater in a design process (Hettinger et al
2015)

1.6.2.1 Identifying Existing and Potential Areas of Safety and Performance Risk

There are areas of potential risk in any complex sociotechnical system of the sort exemplified by
NPPs. One of the main functionsrmodeling such systenis to support the identificatioand analysisf
risk areasn current operations and future system desi@QW\ST is a tool specialized fourrent
operationsvhile STPA is more directly useful in future system design

There are tw major risk areas of conceimthe development of the PIR and IAE modskfety and
performanceThesa f ety ri sk i s concerned with the model s0 &
safety risks to personnahd processeacross the plant but alsm guard against introdirgy unintended
risks due toaninadequaténformation automatiosystem desigrPerformance risks concerned with the
impact of information automation across measures of plant performance, paytitwdantroduction of
unantigpated negative sidef f ect s. There are also performance ri
adequately support humaystem performance and to meet its sysievel and detailed requirements.

As noted above, modeling in general and STAMP in padrcare useful for identifying existing or
potential weaknesses in a design that can pose risks to safety and system performance. For instance,
nonexistentyweak,or otherwise dysfunctional control and feedback links between key components of the
sociotechnical system (people, technolqyycessesand governance) are commiad flagsfor
introdudng apotential risk to system performance.
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1.6.2.2 Identifying Near-Term Opportunities for Performance Improvement

The primary objective of modeling the IAE using STAMP is to develolC&to support future
system development. However, examining existing and prop@S8sdhlso aids in identffing
opportunities for neatermsysemandprocessmprovementfor instance, identying organizational
process bottlenecks in an existing syst@me focus of th&€€ AST analysis presented in Sectidhand4,
can help inform neaterm process changes while, in parallel, supporting future IAE development.

Areas for performance improvement are identified primdmjl expert review groups who, once
familiar with the control structure under discussion, examine its system components and linkages (i.e.,
control and feedback relationships between organizational and technical components of a sociotechnical
system) for ptential problem areas and potential solutionapproaches. It is not uncommon in these
sorts of reviews tdiscover missingr dysfunctionafeedback links between components when, for
instance, senior management is separated by several layers of doationrand technology from front
line workers. This latter condition can contribute to a losigobund trutid awareness in senior
management, resulting in nonoptimal decisiaking based on incomplete, errongarsmissing
information.

1.6.2.3 Identifying Opportunities for Automation and Artificial Intelligence

Modeling the IAE also affords a means of identifygygten areas that could potentially benefit from
the introduction of automation or an Al/Mhased procesEor example, process bottlenecks in the
system involving communications are a common issue preceding and during wnesuatgency
conditionsin many irdustrial and process settin@sg., Butts et al2007) An optimized IAEcanidentify
the occurrence of such bottlenecks, providing the user with suggested or recommended courses of action
to resolve the issue.

In short, an examination of control anddeack linkages within the overd'S helps to uncover
issues such as delayed communications, insufficient or inaccurate information, information delivered too
late or at the wrong time to be useful, etc. Each of these common control structure weaknesses i
potentially addressable with walksigned automation and Al/ML.

1.7 Transportable Tools for Sociotechnical System Analysis

The principal analytic methods used in the current work, STPA and CAST, are currently in wide use
across multiplapplications. This is due in large part to the unique insights on system performance that
each affords and to the relative ease with which they can be learned and applied compared to traditional
risk and accident analysis methods. However, there is aticaddiperceived need on the part of industry
for simpler methods that can support more efficient apa)ydentifying and assessing sociotechnical
system issues at a relatively higivel of abstraction, while flagging issues and areas of system
performance that merit further analysis with STPA, CAST some other analytic method. We refer to
this simpler c¢class of methods as Atransportable

There are important tradeoffs to consider when adapting STPA and CAST to simpler methods such as
checklistsor flow charts. For instance, there is a risk that abridging the methods may result in the loss of
important information and insights. Managing this risk will require that the tool, in addition to supporting
a sufficiently broad survey of potential socitheical issues potentially impacting NPP system
performance, must provide users with guidance on when more detailed analyses are warranted. At that
point, personnel trained in the proper conduct of STPA and CAST analyses will be required.

The goal of transortable tool development, in the current effort, is to provide industry with valid and
reliable methods for efficiently identifying sociotechnical risk factors, either related to an incident or
accident (i.e., CAST) or to a potential future system osy@ibmdesign (i.e., STPA). These methods and
their outputs should be readily comprehensible and usable for the population for whom they are intended
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(i.e., nuclear plant workers). Therefore, to maximize efficiency and valil#glevelopment of these
metods and their means of implementation should follow acestered design approach.

Our initial efforts at transportable tool development are focused on two areas. The first involves
providingNPPpersonnel with the knowledge and means to develo@masylze relativelyuncomplicated
control structuredainoff and Hettinger'past experience with this approach indicates that these abilities
are easily learned and that many case®xamiring control structures alone (i.e., without the other
STPA orCAST componentscan reveal significant issues in an existing or proposed system design. The
second area focuses tive development o€CAST and STPAhecklists based on findings and themes
from published literaturand conference presentatioiitiese chedists are intended to provide users
with the means to efficiently assess sociotechnical systeswlile also indicating whefurther
analyses are called for.

1.8 Return on Investment Considerations

The main goal of the LWRS Program is to enhance the séiteet, and economical performance of
our nationds nihedépoyment é¢f inrowative apprdaches wogniproving the economic
viability and competitiveness of our LWRs in both résaam and future energy markets.

All complex systems suchs NPPsrealize events and issues at all levels of significance that directly
affect operating cosbsmainly in replacement power, investigation, and recovery actions. However, there
are other costs that LWRs incur that are unigue to the nuclear indugtigaNpower is one of the most
regulated industries in the world, for good redsdrecause of the inherent impadieyonddesignbasis
accident can have on the environment, population, other nuclear plants, and electricity infrastructure.
Therefore, prevating significant events can have an immediate and-ieng payoff.

In all cases, event costs, although latent and more difficult to measure, can be monetized. The costs to
react to and recover from an event become embedded in the costs of the actiois sakiress the issue,
to react taheviolation of the regulations, and to prevémt recurrence of similar eventisrough the
mandatedCausal AnalysisAs previously stated, there is a direct correlation between the prevention of
significant events ahissues, and the operating and maintenance costs to run the plant safely and reliably.
Thereforethe focus of this process is to make a step reduction in the number of significant events
through the identification and subsequent correction of signifeaarit precursors, before they can result
in an impactful plant event.

As illustrated inFigure7, we anticipate thahe successful development and implementatioarof
effective PIR process will resuit a significant reduction of O&M costs through a reduction in
significant events that would be considerably more favorable to the industry than is currently the case.

Total O&M Costs
Materials 10%

O&M Cost Savings

O&M Current Process O&M Future Process

Figure7. Projected impact of effective PIR on total O&M costs.
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Sociotechnical system methods of the sort used in this program of research, notably those derived
from STAMP and other HSI approaches, help control costs associated with complex system development
and eeployment (Rouse, 2011), thereby providing a positive return on investment in the earliest phases of
the system lifespan. These analysis and modeling techniques provide an efficient and effective way of
identifying and mitigating potential flaws in the sy design of th&lPPmanagement anevhen used
early enough inthe system lifecyclewill help prevent or reduce later excessive costs associated with
retrofits or other fixes.

Industry experience has shown that the underlying organizational and prodiasanaes of low
level events are the same as significant events and that, because of the high costs of significant events, the
detection and proactive prevention of events at all levels is much morefieasive than correcting
significant events.

2. OBJECTIVES

The major goals of the current research efforttalienprove nuclear safety and redwagerating and
compliance costs throughthe proactive and redime correction of technicalorganizationgl and
programmatic factors that are precursors to huraad equipmentelated eventsA proposed means to
this end is the development and applicationanflAE ICS. The long-term objective of this works
supporting the development of this dynamic network, comprising multiple technical and organizational
componentssupported by Al (i.e., MIRACLE) and advanced automation (i.e., DWEP).

We are also developing eagylearn, easyto-use analysis tools for sociotechnical systems aeslys
Our obijective is to provide the industry with the means to acquire rebatoleapid information about
system incidents or to conduct proactive risk areslym existing and proposed systems andystbms

We selected theearterm objectivesRections2.1i 2.4) both as logical followons to work conducted
in Fiscal Year 2022Dainoff et d., 2022) which demonstrated the utility @ CAST analysis in support of
incidentandevent investigation, and as necessary steps in thelA&rlgevelopment.

2.1 Objective 1. Apply Sociotechnical Systems Analysis Methods to
Industry Use Cases

Over the course of this reseh effort, we will make use of several different sociotechnical system
analysis and modeling tools to better understand existing safet¢&sdnd to support the design of
advanced modelsuch as PIR and IAE. The methads will useinclude two basedroSTAMRPS CAST
and STPA. CAST analyses are very usefuhgident analysis and idescribing and modeling existing
safety andCSs, as describeth previousrelated work by Dainoff et a{2022. STPA focuses on
proactiveanalyses of existing and potentgistems, looking beyond the sociotechnical interactions that
characterize specific events to examine broagstem design and usage issues.

2.2 Objective 2: Develop a Preliminary System-Theoretic Model of
Information Automation

A second majoobjective of the current effort is to develop a syst¢ime®ry-based model of
information automation, specifically one primarily based on sociotechnical syatehtontrotheory.
To this end, we have focused on modeling a-tean application PIR modalnd a longr-termgeneral
IAE model the latter serving as an egdal vision of an optimizethAE.

The major focus of a sociotechniegistemsbased model of information automation is to identify
areas of potential concern with regard to huragstemand roader system performance, as well as to
identify opportunities for emerging technologies to effectively leverage human capabilities and
compensate for associated limitationkis type ofsystemsheoretic model comprises information
regarding people, tbaology,processesand governmerdand supports design loyodeling, describing
and specifyinghe relationdbetweerthem.
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2.3 Objective 3: Develop Preliminary Requirements for Human-
System Interface Software and Display Design

The ultimate purpose of the current research is to support the development of an oplifized
comprisingnested models (such as PIR) and otli#ities that enable rapid and reliable organizational
communication and coordination. The PIR and IAE modwsiave been the focus of much of the
current work are ultimately meantagsist inproviding a basis fooptimized information automation
system design and implementation.

System development relies on specific requirementaraduslevels ofdesignspecificity. In a
typical systems engineering setting, the starting point for this process involvesgsgatemlevel
requirements. This level of requirement is specifically concerned withfuhetionalitythe system
needs. Subsequent fingrained regirements are more concerned with increaliegpecification of
how systerrlevel requirements will be met.

We will create a set of preliminary systdavel requirements conjunction withtechnical expegtin
MIRACLE and DWEPandsubject matter expertise from our industry partmieen possible
Additionally, we will create a set of preliminary system safety constraletsved from the CAST and
STPA analyseghatcanbe consideredystemlevel requirements for what the systemsatmotdo and
what it must be able to prevent from occurring.

2.4 Objective 4: Develop Transportable Tools for Sociotechnical
Systems Analysis

The final objective of the current work is to develop sociotechnical systems analysis methods and
tools for use by nuspecialists in NPP settings. While STANIRsed methods are relatively easy to learn,
there is potential value in developifiguick-lookd tools based on STPA and CAST for those without
specifichackgrounds in systems engineering or safety. Tioede shold rapidly identifysociotechnical
systems issues present in existing and proposed systems or as part of incident invesiuglgcalso
clearly identifying situations in which more-depth analyses are warranted.

3. APPROACH

Figure8pr ovi des an il lustration of the curmwent rese
will performincludeSTPAandCAST. Each of these relies on the availability of informasach as
incident reports (particularly important for CAST), knowledge elicitation sessions with indestinyical
andsubject matter exper{SMES) and documentation related to plant procegmeseduresand
communications.
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Figure8. Researchralysisand design approach

The output of theeanalyses is intended to support two objectives. First, the development of safety
andICSs will support the development of the PIR and IAE models, as previously disc8ssedd, the
results will support the development of transportable tools for industry and regdlatosmplified
control structure analytic tools and checklisi&nally, all resultsmodels and tools will be disseminated
as broadly as possible thin the industry and regulator communities.

3.1 Event and System Analyses

Two separate systenlmsed analyses were conducted as part of this work. The first (CAST)
examined systemic causal factors in a recent NPP event invéidngplanned activation of 88DG.
The second (STPA) examined current systemic factors impacting safe and efficient execution of
preventive maintenance tasks. This section provides a discussion of the analytic methods that supported
these analysesnd the specific manner in which eaghs applied.

3.1.1 Systems-Theoretic Accident and Modeling Processes

The techniguewre usedhereto analyze the above use caseraethod derived from a more general
model of causalityi.e., STAMP) developed by Leveson and her colleagleyéson2011; Leveson and
Thomas, 2018 This model changes the emphasis in system safety from preventing failures to enhancing
sociotechnical system safety constraints. Accident causality is extended to thetioneaimong
components, and the focus is on control rather than reliability. Leveson considers her work an extension
of the groundbreaking work icognitive work analysis (CWA)y Rasmussen, Pejterson, and Goodstein
(1994).

3.1.2 Causal Analysis Based on Systems-Theoretic Accident Modeling and
Processes

CAST is, as the title indicates, a STANMsed method specifically aimed at accident analysis. It
does not look for single causes but rather examines the entire sociotechnical system to identify
weaknesses in theCS I'ts goal is to Aé get away from assign
why the accident occurr elevetow201d, 345y la maditiohabascgddens i n t h
analysis, it is difficult to avoid hindsight bias. Leveson (20h&kes the fundamental assumption that
most individuals involved in accidents do not come to work planning to create a problem. Instead, actions
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that result in what looks like human error or failure to the observer examining the situation in hindsight
musthave seemed reasonable at the time. CAST attempts to find otihevhgtionsnight have seemed
reasonable.

Unlike STPA, which examines the entire domain of interest, CAST focuseseofrelevant
components. The CAST process is necessarily iterativee sixkamining weaknesses in the SCS may
require analging additional components.

3.1.21 Major Components of Causal Analysis Based on Systems-Theoretic Accident
Modeling and Processes

Figure9 depicts the major components of a CAST analysis. This figure is modified from the CAST
Handbook (Levesqr2019). Additional information on CAST can be found in a tutorial (Leveson,
Malmquist, and Wong2020) and in an example of an anadysi a radiation therapy accident (Sitvis
Cividjian, 2022.)

» »l . ol Create
Assemble Basic Model Safety Analyze Each Identify Control
. Improvement
Information Control Structure Component Structure Flaws
Program

Define System - Contributions Communications Recommendations
Bou_ndary and to Accident & Coordination Implementation
Environment Mental Model Safety Feedback
- Flaws Information Follow-up
— Context System
Accident Questions Culture
Hazards - Change and
Constraints Dynamics
Events Economics and
Physical Loss Environmental
Questions Question

Figure9. Major components of CAST analysis (Modified from Leveson, 2019, 34)

3.1.2.2 Modifications Based on a Discussion by Leveson: Intent Specification and
Means-Ends Abstraction Hierarchy

The following procedural modifications to CAST are based on a more recent discussion by Leveson
(2020). Specifically, in the first section of the CAST procedufssemble Basic Informatiénan
important step is to identify i-level hazards and safety constraierent in the STAMP model,
relevant to both STP&and CAST, are the relationships among hazards, constraints, &@d$he

Controls are used to enforce constraints on the behavior of the system
components and treystem as a whole and the identification of the inadequate
controls will assist in refining the higlvel system hazards and the safety
constraints needed to prevent the hazards. (Leveson 2019, 44).

Leveson (2020) has suggested embedding a more formasesyation of hazards and constraints
within ameansend abstraction hierarc@lya concept taken from thveork domain analysiapproach of
Rasmussen et al. (29). Leveson prefers to call this representation an intent abstraaftecting the
necessityd link lowerlevel physical and operational details with the original intedtionh e @ wh y 0
found in the designerds intention.
hazards and constraints.
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3.1.2.3 ModificationBased on Johns atmABod€oor di n

Johnson (2017) has identified coordination as a comasuearising in STPA and CASTanalyses
andhas proposed a modification of the basic CAST and STPA methodology to reflect this perspective.
An examination of the content of the material comprisinggh& case study has led to the conclusion
that the coordination perspective might be most effeativmderstanding the problefhis is primarily
based on the observation that a significant contribution to the incident under study was avoigioh
coordinationaffected bydelays angherceived schedulgressureAnother contributor to the evewas the
plant mode in which the work was performadhich was originally planned faxecutionduring an
outagebut was switched to onlinewhich introduced additional risks to the successful performance of the
work.

Figurel0depi cts Johnsondés models for fundament al
systemsModel C, in the lowedeft-hand section of the figure, seems to best reflect the situation in the
current case studyspecifically, multiple independent decision systems and processes needed to be
coordinated to yield a single outcome.
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C"’D[C_"_’j"?t_'_"_"_;t_____; ___________ Decision ===t Decision
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System (a) |7 Process Outcome
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1 yl_m’i‘/{l ,,,,, }(t)
\Coordinated Process | Decision System (a)
i oS 40
- (400(6\“ . . : c,ooﬁe‘\“?p
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Figure 12. Fundamental Coordination Relationships in Sociotechnical Systems
1,(t): control action as a function of time
n: additional
v(t): output or outcome as a function of time

Figure10. Fundamentatoordination relationships in sociotechnical syste@ohnson, 201Figure 12
Usedwith authorpermissioi.

Figurell (Johnson, 2017, Fige 11) presents conceptuaramework for coordination. There are
three main sstof conditionsandcategories and nine coordination elements. This figure defines a
spectum of coordination.
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According to Johnsagnhis spectrum can be characterized as:

1 None. The coordination elements that indicate coordination exists or is occurring are missing,
particulaty coordination goals, coordination strategy, and group deermking.

{ Partial coordination. One or more of the nine coordination elements is missing or inadequate.
{1 Holistic coordination. Coordination has thmenecessary elements in this framework.

Interdependency Coordination Elements

1. Goals
2. Strategy (Activities)
.| 3. Decision Systems

| Coordination ]
Components (What)

"| 4. Communications
. Group Decision Making
6. Observation of Common Objects

| Enabling
Processes (What)

Ln

. 7. Authority, Responsibility, Accountability
Emabling .
" Conditions (How] . Common Understanding
W | 9. Predictability

Coordination
Figure 11. Coordination Elements

[

Figurell Element oftoordination(redrawnfrom Johnson, 201 FHgure 11 Usedwith author
permission.

Figurel2indicates how this framewordanbe used to modify the control structures used in CAST
and STPAThis framework includes theame components of the traditional control structure, except that
they are organized in a hierarehy-time plot.Hierarchy, displayed on theaxis, consists of two basic
levels: the required layers obordination on top and physical actions that emerge below. These physical
actions also include the production of key documents. In the situation depicted in this diagram, which
reflects holistic coordination, there is a linear relationship between tadheal progress downward of
strategy, decisiomaking, actions, and outcome and time increments between each of these elements.
However, when coordination is inadequate, strategic information relevant to denikimg arrives too
late or not at all.
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3.1.3

STPA isafiproactive analysis method that analyzes the potential causes of accidents during
devel opment so that hazar (levesaandThdmas, 2018,18)ilthast e d
become avidely appliedrisk assessment technique in multiple applicatiorduding defenseg(g.,
JohnsorandLeveson, 2014 industry €.g., YousefandHernandez, 20)9nuclear energge.g., BarOr
andHartmann, 2023)and othersSTPA provides a means of envisioning and analyzing complex
sociotechnical systems by modeling them as control structures, comprising human and technical
components interacting with one another by means of control, fee@mtkommunication linkages.
Thespecificstepsnvolved in STPA are described in Sect#®a, along with the analysis findings.

System Theoretic Process Analysis

STPA serves two major roles in the research program. Firsthi igrincipal tool in our analysis of
generic NPP preventive maintenance information control systems. In this role it also supports the
identification of nearand intermediatéerm system improvements, including potential applications of
automation, Al, &. Second, the control structure element of STPA is a key component of the PIR and
IAE models (seé&igured andFigure5). Specifically, the role of the control structure in the two models is
to accept inputs from MIRACLE regarding identified trends of potestifdty concern. These inputs
expose the vulnerable padkthe control stucture, whose changes reflect the nature of the impending
safety concerand areas of the system untiee most potential stres$he DWEP component of the
models (see Sectidh4.2 then accepts input from the control structure, alerting persandel
organizations whoseorrespondingwreas of the control structure are under potential stress or who
otherwise have a neg¢d-know.

A prior report (Joe et al2023) described an analytic process referred to @MOThe purpose of
OSM is to develop a control structure comprising all relewaganizational components involved in a
particular systermalong with their control, feedback, and communication linkagles goal of OSM is to
identify potential weaknesses in the organizational control strusfiresociotechnical systerdowever,

the STPA that we performed on a generic NPP preventive maintenance system as part of the current work
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exclusively comprises organizational entities, thereby rendering the OSM analysis redundant for this
phase of the work. We anticipate that it may be ugathavhen mapping the organizational relationships
that underlie the fullAE.

Evaluation criteria related to the effectiveness PA mayinclude:

1 A numberof insights regarding potential system risks that would not be expedbedutacovered
with standrd risk assessment techniguiie there novel or surprising insights that may not be
uncovered by other risk analysis methods.

1 A numberof opportunitieddentified for integration of automation, Adnd other advanced
technologiesAre there appropriatecations and functions the system where advanced technology
could be used to addressttlenecks and/or inadequaciexantrol, feedbackand/or communicatian

1 Time and resources required for performing the assess@mmpared with other risk assessm
techniques, how much time does it take to conduct an STPA and what resources and training are
required

3.1.4 Use Case Selection and Description

Theanalysigeam considered several factors when determining the first use case to evaluate for this
project, including relevance to the nuclear industry, regulatated, complexity, crodsinctional area
interactions, a human element affected by known humangeoursors that impacted the outcome,
access to technical SMEs and investigators, and whether there was a common theme with other similar
events that have occurred in the nuclear industry within the past few Vease factors will provide a
great oppadunity to identify event precursors and allow for the evaluation of causal factors at many
different levels.

The goal of this project was not to reperform any investigation or challenge the approved result but to
analyze the incident from a different pegstive, looking for opportunities to use the knowledge from
thoroughly investigated and reviewed evolutions to help build a fairly simple, transportable robust
process that integrates information automation with a system theoretical process analysesnsbubers
can proactively identify and correct control structure problems from otheleleal events. Analyzing
thoroughly investigated breakthrough events gives a greater understanding of how the various control
structures, including governance andrsight, interact within the plant and utility, as well as how they
interact with the regulator. A thorough evaluation will require access to somewfthel i ty partner ¢
procedures, investigations, and CAP data, as well as interacting with internal t8M&lp, the team
challenge conclusions and effectively develop this process.

3.1.4.1 CAST Analysisd Event Description

The event that was evaluated by the team was an unexpected start of an EDG, initiated by a human
error during planned online maintenance that wagrally planned as outage work. As it was an
unplanned emergency safety function actuation, it was also reportable to the NRC. A review of the root
cause investigation identified numerous departmental interactions not only with the modification approval
but during the planning, clearance activities, and work execution, all impacted by the implicit pressure of
completing the work by a regulatory deadline.

Contracted groups were also involved in developing the modification and executing the work.
Utilizing contractors throughout this evolution challenged the resilience of the established control
structures, as it was one of the contracted groups that caused the initiating event. The fact that this is a
common scenario for a woedcheduleadherenceentric pant influenced our selection of this event, as
this situation in controlling the work management scope is common for all NPPs attempting to balance
nuclear safety with plant production.
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3.1.4.2 STPAO System Description

The use case selected for the STPA analysissied orthe assessment of the sociotechnical system
supporting NPP preventive maintenance management, planning, scheduling, supervision, and work
execution. Preventive maintenance was selected because system improvements in this area could afford
many beefits for the nuclear energy industiMore efficient maintenance of plant safety and greater
predictability of future work and required resources are two of the benefits the industry might expect from
improvements in preventive maintenance systems.

As pat of Step 1 of the STPA process, we provide a more complete description of the generic
maintenance system we selected for analysis (see Sé@idn

3.2 Information Automation Model Development

One of the major objectives of this research effort is to dev@lBgnodels to suppothedesign and
development of useful applications for the nuclear industry. To thatvenldave begun develyg the
PIR and IAE modelsThe PIR modeWill supporithe nearterm development of RIR capabilitythat can
also serve as a usaseandmodel for develojmg the broader IAE system. This section provides
descriptions of eacimodelalong with our approach to model development.

3.2.1  Proactive Issue Resolution Model Development

Control structures provide the construtttatdictate how an organization behaves both afole
system and each componéamdividually. Whenan NPPis licensed, the NRC evaluatesthé ant 6 s
designbasis and eventually licenses the plantmreroperationsafter approvingll elements of the
pl antds ul ti maRedodicallythe NRE kvalsates thecdampliaremith thesedesign
bases, anthe control structurées altered when improvements are warranféds in itselfis a continuous
improvement process. Regulatory compliance is a mandated condition of plant opefatignod
reasod andis considered the price of admission for the lowest level of acceptable performance
According to one utility, the cost of complian@éh all regulatory requirements can be as highaéof
the util ity éFguredPsbowsatheibmeakdownookthesnost significant contributors to this
utilityds operating costs.

Compliance, 50

Materials, 3

Figurel3. An estimate of one utility's opeting costs.
Althoughcompliance ighelargestcontributor toO&M costs, excellent plant production can offset

the compliance costs as longadsigh plant performance is sustain€ce plant performance begins to
decline, operating costs increase, and if plant safety systems are not maintained properly, regulatory
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compliance also becomenore difficul® and costlyFailure to achieve an adequate level of regulatory
compliance eventually results in a highrel of regulatory enforcememnthich, if not correcedin a

timely mannerc a n

made by

Tablel, provided by the Congressional Research Serstoews nuclear plants that sliawn as a

t he

cause a

plantoés

operational
pl ant 6 s wéntto@ntinue to oparate or shut tivehpéamt Hosvm

resultof their inability to economically comply with their licensing basis or operating tbhatbad

become too high to compete with other more economical sources of generation without financial

intervention by their respective state
Tablel. U.S.nuclear reactor shutdowns: 202821.

costs

Reactor State Shutdown Date | Generating | Start- | Major Factor(s)
Capacity Up Contributing to
(Megawatts) | Year Shutdown

Crystal River 3| Florida February, 2013 | 860 1977 Cost of major
repairs to reactor
containment

Kewaunee Wisconsin May, 2013 566 1974 Operating losses

San Onofre 2 | California June, 2013 1,070 1983 Cost of replacing
defective steam
generators

San Onofre 3 | California June, 2013 1,080 1984 Cost of replacing
defective steam
generators

Vermont Vermont December, 2014 620 1972 Operating losses

Yankee

Fort Calhoun | Nebraska October, 2016 | 479 1973 Operating losses

Oyster Creek | New Jersey | September, 201{ 614 1969 Agreement with
state to avoid
building cooling
towers

Pilgrim Massachusetty May, 2019 685 1972 Operating losses,
rising capital
expenditures

Three Mile Pennsylvania | October, 2019 | 803 1974 Operating losses

Island 1

Indian Point 2 | New York April, 2020 1,020 1974 Low electricity
prices; settlement
with state

Duane Arnold | lowa August, 2020 601 1975 Lower-cost
alternative power
purchases

Indian Point 3 | New York April, 2021 1,038 1976 Low electricity
prices; settlement
with state

TOTAL 9,436

27

t o
t hey

s k



As notedin Sectionl.2, a plant must always be vigilant to maintain optimal performance between
safety and productiotdigher performingiuclearplants that are able to remain in ogon build upon
the regulatory control structure by implementingeaformanceamprovement process theffectively
redue@sunexpected compliance and operating costs thrtwgtontinuous improvement of plant
performanceHowever, even successfully opéing nuclear plants are operating on relatively gnifit
marginsandare only one severe accident away from an event at any plantUmitieel State®efore it
become too costly to operate.

Each significant event, especially those that reduce generation output or incur additional regulatory
oversight can have a large negative financial impact on a utility, especially whearénaustained
generation losses during recoveRedudng significant events bgven a small number can have a large
impact on safety and productiddince the beginning of human cognitive thought, it has been common
knowledge that detectj and preventig significant evets is much cheaper than recangrfrom them
In1735, Benjamin Franklin noted in an article prin
prewvention is worth a pound of cugAlthough this was in reference to the impact of house firdswns
andwas more than 200 years before the inventiotommercial nuclear power, it still accurately pertains
to the best way to reduce the impact of significant eveni$Ris Figure 14 represerd thewidely
accepted concept.

Deetechion

DebiscAnin

Figurel4. Impact of reduction of plant significant events

Performanceémprovemenprograms employ various methods to retrieve and analyze sources of
leading and redime information to dwe the detection and subsequent prevention of event precursors so
that they correct these precursors before they can cause or contribute to more significan @events,
this process can be costly and cumbersome to manage with the return on inveiéngrarceived as
not worth the effortin 2016, the Nuclear Energy Institute published Efficiency BullethiQ6tatingthat
fother alternatives should be considered @0 trend
andthat nuclear utiite s shoul d Aadopt a phil desebigsieythroufh accr ui n
trending programs and then conducting common cause analyses on aggregate performance rather than
individual event investigations

There are two problems that would need t@bercome to be successful in this reg&idst ofall,
nuclear plants have an entire formalized control structure for parfgmmot cause investigations that
include training, qualificatiorand several layers of review and appro®3l design and to meet
regulatory requirements regarding significant con
t hat At he ¢ au sdetermihedandcerrectie madlioistakecommpies | ude repetitio
However, aside fromommon cause analysthere are relatively few methods that proactively and
successfully identify organizational or programmatic causgsecially in lowlevel eveng or near
missesSecondly, CAP data ithoroughy screened and reviewed by collegial groups, and the control
structure that was created to manage the CAP was established in the 1990s.
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With advances in digiting information,Al, and information automation established and improved
by organizations suchs INL,NPPshave capabilities that wepgeviously umavailable Programs such as
MIRACLE can quickly sort through data sources looking for groupings that congtittgetial adverse
trends and can automatically determiinesignificance osuchgrouping with fewer human resources
than was previously possibléhese capabilities have enabled this team to conceptualireradelelthat
utilizes aDWEP along with the information automation and proactive analysis meth8tileAto
improve prevention and dadtion capabilities.

The heart of th€IR model is identifing weak weakeningpr nonexistent control structuréghe
first part of this method is to understand how the various control structures are working at a nuclear plant
utilizing analysisnethods such as CAST antif%A to analyze the control structures at various levels
within the nuclear planfThe most accurate way to do this is to evalpageioussignificant eventssuch
as the unplannellDG start discussed at length within this rep@mce the control structures have been
evaluated, information automaticancompile and validate various sources of plafdgrmation It can
thenfeed them into MIRACLE to identify adverse trends and potentially weak signals that are indicative
of inadeaiate control structuee Further analysis ithenperformed and validatedithin information
automatiorby being fed back into the plant processes througDWE&P. Once the process has validated
that the organizational or programmatic causes being exposdhbe result of weak or nonexistent
control structures, corrective actions can be proposed, perfoame@valuated for effectiveness by
examiningthe plant dataoutput for indications that the problem tetherdisappeared altogether or is
still evident and that additional analysis and actions will need to be taken through the DWHReuntil
issue has been fully eradicatedibfull elimination of the issues is not realistimtil it has been
mitigated to a level acceptable to plaehior nanagemet and theegulator as validated through the
reactoroversightprocess.

3.3 Transportable Tool Development

As part of thecurrent effort we havdocused on three areas for transportable tool development.
These includen approach for simplifiedontrol structure modeling and analysis and two checklists for
quick-look incident and system design analysis. The lédtbased on findings and themes from the
STAMP, HS| and HFE literature

Control structures are extremely useful tools for identifyintential safety andystemperformance
issues €.9.,LevesonandThomas, 2018) isomplexsociotechnical systems. The steps required to
develop and analyzggh-level control structures are quite straightforward and have been successfully
trained and agd by Dainoff and Hettingein a number of occupational settings, including trucking, rail
operationsand manufacturing. In each of these caS&S were largely developed and analyzed by
workers themselves with assessment personnel serving pringfdgikitators. Oucurrentefforts in this
regardhavefocused on formalizatioand descriptiomf the steps involved in control structure modeling
and analysisOQur intentis to producean easyto-learn, easyto-usetool that provides a means of quickly
and easilynodelingthe system being analyzed, including the presence (or absentaylequacgf
control, feedbackand communication linkages between its components.

The Method for Investigation of SocioTechnical Incidents and Corre¢itiBTIC) will consist of a
checklist of items derived from common themes and findings from the CASTarEHFE literature
related to sociotechnical system causal influences on incidents and accidents. Our approach was to review
the published literature in theaseaghroughGoogle Scholar searches, extracting and noting
representative findings.

Similarly, the Proactive Resolution Of socioTechnical Ecosystem Cause TechRROF ECT) will
consist of a checklist of items derived from common themes and findinggHfeoSTPA, HSland HFE
literature related to existing or proposed systgralysesAs withMISTIC, our approackith PROTECT
was to review the published literature in these att@@sighGoogle Scholar searches.
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Figure15 provides an lustration ofthe current and planned development process for the above tools.
The current effort has resulted in the completion of Step 1, including dewgbograft,stepwise
procedure for control structure development and gathering themes and findings from the STPA, CAST,
HSI, and HFE literature. Subsequent steps will focus on the development of draft tools and supporting
training materialgo supportbeta testing vin NPP industry SMEs. Followintpe refinement of the tools
based on these findings, we propose assgweir performance in the analysis of industry incidents and
use cases by comparing their performance against full STPA and CAST analyses. Difiarences
performanceelated to such factors as the number of findings obtained and the time and resources needed
for training on use of the tools and performance of the analyses are potential evaluation criteria for these
analyses.

Figurel5. Transportable tool development process.

4. RESULTS

This section provides a description of the respiithe analyses pesentedn Section3.1labove
Results are provided for the CAST anadygerformed on the unintended EDG activation use caseand f
the STPA analysis performed on the NPP preventive maintenance system. Res$iatssabdurther
mature the PIR model, specifically with regard to the contribution of MIRACLE, and to develop
transportable tools for sociotechnical system analysis are pobvide

We have also provideds®t ofinitial, systeralevel requirementand safet constraintsdr
developng a functional PIR andeventuallyanlAE model andsystem. These are expressed lasth
safety constraints (i.e., what the system must not do or must prevent) and more traditionakesgdtem
requirements as used in systems engineering approaches (what the system must do).

4.1 Causal Analysis Based on Systems-Theoretic Accident Modeling
and Processes

This section describes tiBAST analysigesults, includinghe suggested maodifications proposed by
Leveson and Johnspas discussed in SectioBsind3.1.2.3 In the current case, it appears that the
relevant coordination layers involved in the EDG incident include four functional g@asmnance,
design, clearancand risk management, and work proc&gs will use theséunctional areas to organize
the analysisesults as appropriate.

4.1.1 System Part A: Assemble Basic Information

4111 Define System: Model Hazards and Constraints Using Means-End Abstraction
Hierarchy

The first step in assembling basic information is to characterize the system being investigaisd
situation, while theeasestudy is investigatingnincident in which an BG wasunexpectedhactivated,
the system is defined as one of unanticipated consequences of incomplete planning transitioning work
from offline to online. Leveson (2020) has suggested the usenehasend abstraction hierarchy
visualize the work domain under investigat Embedded in the work domain is a tabléafard and
constraints
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